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➢  Why are we here? 

➢ Positive aspects of being online 

➢  Social Networking 

➢ Managing Risks 

➢  Child Exploitation and Online Protection Centre (CEOP) 

➢ Technologies your children might use – Gaming, Instant Messaging, Mobiles etc 

➢ Parental Controls 

➢  Tips for protection  

➢  Advice and help (including useful websites) 

➢  Questions

Plan of Session



Why are we here?

• This clip shows the speed at which the internet is 
changing the world. 

• The sites we saw are becoming overwhelmingly 
popular for both adults and children. 

• The online world is increasingly integrated into our 
daily lives. 

• As little as 10 years ago the internet was not 
integrated in this way and there would have been no 
need for a session such as this.



Websites 

• Which sites do your children use online?

http://www.google.co.uk/imgres?q=facebook&um=1&hl=en&rlz=1R2ADRA_enGB362&biw=1024&bih=482&tbm=isch&tbnid=jGTeQeE8hvY07M:&imgrefurl=http://oneforty.com/blog/25-great-facebook-page-content-ideas/&docid=lZg6Aat5kbOUUM&imgurl=http://oneforty.com/wp-content/uploads/2011/07/facebook.jpg&w=800&h=301&ei=B9inToKlA5HoOcjM0P8P&zoom=1


The online world

• Children are natives in the online world, most are 
unaware of life without: 
– Iphones 
– Games consoles 
– Google 
– Emails 
– Facebook 

• They feel confident using new sites and technologies, 
moving from site to site with ease.



Statistic: 

“70% of parents of children aged 12 – 15 feel 
that their children know more about the 

internet than they do”  
(Ofcom Media Literacy 2011)



Learning Online?

Money management

Research

Communication 
skills

 Confidence  Commitment 
Computer skills

Creativity 



Social Media

“ Today, social media are all around us; making it 
simpler to communicate and make contacts, 
opening doors to new exciting opportunities 
for creativity and education.” CEOP 2011



Social Networking 

• Social networking has exploded into our 
lives, with many of us feeling pressure to 
join in or miss out. 

• Examples of social networking include: 
Facebook, Twitter, Youtube, Friends 
Reunited, Genes Reunited and Wayn. 

•These sites allow us to reconnect with 
long lost friends and communicate in 
ways we never dreamed possible. 



Facebook

• Who here has a Facebook profile? 

• Have any of you been pestered by your child to 
let them have a FB or social networking 
account? 

• Can anyone tell me how old you have to be to 
sign up for a FB account? 

•  Are any of you friends with any of your 
children on Facebook?



• We’re now going to take a closer look at how 
Facebook works. 

• Your child may not have Facebook profile now, 
but chances are they will have before you 
know it.

http://www.google.co.uk/imgres?q=facebook&um=1&hl=en&rlz=1R2ADRA_enGB362&biw=1024&bih=482&tbm=isch&tbnid=jGTeQeE8hvY07M:&imgrefurl=http://oneforty.com/blog/25-great-facebook-page-content-ideas/&docid=lZg6Aat5kbOUUM&imgurl=http://oneforty.com/wp-content/uploads/2011/07/facebook.jpg&w=800&h=301&ei=B9inToKlA5HoOcjM0P8P&zoom=1




Facebook Security 



Facebook Security



Facebook Security



Security Tips

• Help set up their profile  

• Add your email as the main contact (if possible) 

• Set the privacy settings to “friends” only and ensure they are children you 
know  

• ‘Like’ the Click CEOP page – more CEOP details to come later 

• Check in and keep updated If you have any questions which relate directly 
to Facebook, please visit their family safety centre for help and  advice – 
www.facebook.com/safety - see next slide 

 

http://www.facebook.com/safety




  

➢Unwittingly sharing personal information 

➢Unwanted contact/grooming  

➢ Overusage – e.g.always checking FB account  
➢ Cyberbullying  

➢ Harmful content/illegal material 

➢ Privacy/digital footprints  

Internet and FB Risks 



Managing Risks: CEOP 

• Has anyone here heard of CEOP before? 

• CEOP (The Child Exploitation and Online Protection 
Centre) is the UK national lead agency for the 
protection of children online.

www.ceop.police.uk  
www.facebook.com/ceop 

http://www.ceop.police.uk/
http://www.facebook.com/ceop


Click CEOP Safety Centre

If you click this button you will be taken to 
the safety centre:



Thinkuknow

• CEOP have created their own education program: 
Thinkuknow (viewed over 8 million times). 
http://www.thinkyouknow.co.uk/ 

• Through this program, CEOP create engaging films 
and materials which can be used to educate and 
empower children to protect themselves in the online 
world.

http://www.thinkyouknow.co.uk/


Collaborate

• This platform teaches pupils to: 
– Create their own profiles (safely) 
– Create their own avatars 
– Restrict their settings 
– Upload and download resources 
– Communicate with their teacher at home 
– Link up to useful websites 
– Treat each other with respect online 
– Report online issues

http://www.doppelme.com/create/


Gaming 



Gaming

• Can anybody tell me the names of any gaming 
sites their children use? 

• Gaming is very different to how it used to be 
(Pacman/Tetris etc) 
– Think: MMORGP 

• Massively Multiplayer Online Role Playing Game 

– This means that a site can have: 
• Unlimited users and the game never ends!



Gaming

• Put your hand up if you have a games console 
in your house 

• Keep it up if it links to the internet 
– This means that your child can potentially link, talk 

to and play against other game users all over the 
world!



Online Gaming: Risks 

What do you think are the risks associated with online 
gaming? 

➢ Inappropriate content  
➢Other users typing or saying (over headset) abusive language 

➢ Unwanted contact  
➢Other players wishing to play against you that you do not know or 

trust 
➢ Overuse  

➢ Children can get addicted to the use of games consoles and 
internet based games 



Tips 

➢ Leave all gaming devices in a family space  

➢ Open up communication - talk to your child about the sites they are using and why 
they like them  

➢ Explain that people lie online and they are not always who they say they are  

➢ Explain that people can be mean online and don’t always have their best interests 
at heart 

➢ Ask  them to never give out personal information  

➢ Set parental controls  

➢ Set time limits on how long they can game for. Allow time for non-technology 
based activities and allow an hour ‘screen free’ time before bed



“ 52% of 11-16 year old internet users say they 
find it easier to be themselves online, 47% talk 
about different things online than offline and 
27% talk about more private things online that 
when with people face to face.” Ofcom survey 
2011.



Risks 

➢ Unwanted contact/Grooming 
➢ Think about the last slide 
➢Offenders know this info and use areas such as IM to groom 

children.   
➢ They know that this is an area they can chat privately and 

build relationships/trust over time.   

➢ Webcam capability  
➢ IM has the ability to use a webcam.   
➢ You will recognise if your child uses one by the amber flashing bars 

at the bottom of the screen.   
➢ A webcam can give someone else insight into your personal life 

and home.   
➢ Children need to be aware of the type of information that is visible 

in the room they are in (not the bedroom) and remove anything 
that could make them vulnerable. 



➢  Ask your child to never accept people they don’t know and trust in the real 
world  

➢  Inform them that giving out personal information can be dangerous. They 
need to treat personal information such as the school they go to or their 
location like their tooth brush and not share it with anyone! 

➢  Ask them not to webcam with people they do not know from the real world 
and turn the webcam off after use! 

➢  Teach them how to report a problem and delete people that make them feel 
uncomfortable  

Tips 



Mobile Technology 

• Although few primary school 
children have mobile phones, it 
is likely that they soon will have 
one. 

• Modern mobile phones can 
be used for lots of different 
functions….



Risks 

➢ Images taken and uploaded in seconds 

➢ Personal messaging 

➢ Usage 

➢Location



Tips 

➢  Is my child old enough to have a mobile phone? Set boundaries  
➢ Many parents allow their children to have a mobile when it is needed, i.e. 

leaving the house alone/starting secondary school. 

➢  Before buying your child a mobile, find out what functions it has: 
➢ Internet, private messaging, built in applications  

➢  Set parental controls where required 
➢ Talk to the service provider 

➢ Set  mobile rules: 
➢ E.g. No mobile phone in the bedroom at night (you could charge them in yours 

overnight), mobile free time before bed.



Parental controls 

➢ Block sites that are not age appropriate   

➢ Block inappropriate and illegal material  

➢ Set timings – automatic switch off at bedtime 

➢ Monitor activity 

• Have any of you already set any parental controls on your child’s devices? 

• What type of controls have you set? 

• It is possible to do the following:

•  It’s never too late to put these restrictions in place.   



Parental Controls

• For more information on parental controls: 
– Visit the CEOP Parents’ page 

(www.thinkuknow.co.uk/parents) 
– Contact your service provider (BT, TalkTalk, Sky etc) 

All providers have different controls but most 
provide them free if you contact them direct. 

– Google ‘parental controls’

http://www.thinkuknow.co.uk/parents


Final Word

• Remember, the internet hosts many exciting 
opportunities for education . The online world is a 
wonderful place for young people to explore, with 
unprecedented opportunities for learning and 
creativity.   

• Of course, just like in the real world, there are risks 
and dangers we should be aware of and we should all 
act to protect young people from these.  

• The final few slides show a parental checklist for 
keeping safe online, where to go for support and 
where to report any concerns.



Simple steps to protection: A 
Checklist

➢ I have asked my child to show me sites they use 

➢ I have asked my child to set the security settings on all the 
technologies they use  

➢ I have asked my child to only accept people they know and trust  
in the real world as online “Friends”  

➢ I have set safe settings on our computer/laptop and set adult 
content filters on my/my child’s smart phone 

➢ My child has agreed to tell me if they are worried about 
something online 



Support and Report   

Peer to peer support network for young people who 
are being bullied  

www.cybermentors.org.uk 

Report suspected online grooming – this could 
sexual chat, a child being asked to do something 
that makes them feel uncomfortable or someone 
insisting on meeting up  

www.ceop.police.uk 

http://www.cybermentors.org.uk/
http://www.ceop.police.uk/
http://www.childline.org.uk/
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www.thinkuknow.co.uk/parents 

http://www.thinkuknow.co.uk/parents


Useful Websites

• Internet Safety: 
– www.thinkuknow.co.uk/parents 
– http://www.direct.gov.uk/en/Parents/Yourchildshealthandsafety/Internetsafety/index.htm 
– http://www.iwf.org.uk/ 

• Facebook 
– http://www.facebook.com/safety/ 

• Parental Control Software: 
– http://www.which.co.uk/baby-and-child/child-safety-at-home/guides/parental-control-software/ 

• Useful safe websites for links across the curriculum, including games and general resources: 
– http://www.bbc.co.uk/schools/parents/ 
– http://www.topmarks.co.uk/ 
– http://www.woodlands-junior.kent.sch.uk/Games/ 
– http://www.bgfl.org/bgfl/15.cfm?s=15&p=251,index 
– http://www.bbc.co.uk/schools/ 
– http://durham.schooljotter.com/coxhoe/Curriculum+Links

http://www.thinkuknow.co.uk/parents
http://www.direct.gov.uk/en/Parents/Yourchildshealthandsafety/Internetsafety/index.htm
http://www.iwf.org.uk/
http://www.facebook.com/safety/
http://www.which.co.uk/baby-and-child/child-safety-at-home/guides/parental-control-software/
http://www.bbc.co.uk/schools/parents/
http://www.topmarks.co.uk/
http://www.woodlands-junior.kent.sch.uk/Games/
http://www.bgfl.org/bgfl/15.cfm?s=15&p=251,index
http://www.bbc.co.uk/schools/
http://durham.schooljotter.com/coxhoe/Curriculum+Links

